Bar-Coded Evidence of Insurance/Security Verification 

Using PDF417 Symbology from the Public Domain

IICMVA does not endorse bar-coding.  However, if bar-coding is adopted, IICMVA recommends for consideration the following approach to implementing the PDF417 symbology and the security features that are available.  

Use of the PDF417 Symbology

Many new technologies are available to develop a “fraud-proof” card: glyphs, digital watermarks, holograms, thermochromic inks, prismatic printing, laid lines or void pantographs. These new technologies do not take up “real estate” space on the front of ID cards.  
Data Elements in the Bar Code

The following data elements are commonly requested, therefore, they will form the basis of the approach to the PDF417 bar code:

· Company Name 

· NAIC 
· Personal (P) or Commercial (C) Lines

· Policy Number

· Vehicle Information  (P= Year, Make, Model, VIN, C= Fleet or Year, Make, Model, VIN as required by individual State Law)
· Effective Date of Coverage

· Expiration Date of Coverage

· Digital Signature 

The elements used together produce a bar code that could be emitted onto evidence of insurance cards. 
Uniform PDF417 Symbology
The following section defines the uniform components of an AAMVA compliant bar code.  Additional elements have been added for insurance purposes.
Components

An acceptable uniform symbol is made up of:

· A Header

· A Subfile Designator

· One or More Subfiles
Header
All AAMVA compliant bar codes start with a 19-byte header record that describes the complete bar code. Values in the header may differ since some applications will allow more or less subfiles to be a part of a compliant bar code. This calls for a bar code that will have up to two subfiles, although this could vary depending on a jurisdiction’s needs.  

	Legend
	Value
	Description & Attributes

	Compliance Indicator


	@
	This value ASCII/ISO 646 (Decimal 64, Hex 40), is the first character in any compliant bar code. It is a one-byte field and must be present.

	Data Element Separator


	(
	This value ASCII/ISO 646 (Decimal 10, Hex 0A), is the required value to be used for the data element separator. This is a one-byte field, not a printable character. The graphic used is for 

Illustration only.

	Record Separator


	(
	This value ASCII/ISO 646 (Decimal 28, Hex 1C), is the required value to be used for the record separator. This is a one-byte field, not a printable character. The graphic used is for 

Illustration only.

	Segment Terminator


	(
	This value ASCII/ISO 646 (Decimal 13, Hex 0D), is the required value to be used for the segment terminator. This is a one-byte field, not a printable character. The graphic used is for 

Illustration only.

	File Type
	AAMVA
	This 5-byte uppercase field further defines the PDF417 symbol to be AAMVA compliant.

	Jurisdiction Code
	######
	Unique to each jurisdiction, this code can be obtained from AAMVA. It is the six-digit number assigned for use with magnetic stripe licenses and declares the state of registration authority.

	Version Number
	03
	This is a two digit decimal value, between 0 and 9, that specifies the version level of the AAMVA Hi-Density bar code format. New York used version 3.

	Number of Subfiles


	 02
	Two-digit number. This indicates that there are two subfiles embedded in this PDF417 symbol: Insurance Subfile (FR) and Digital Signature Subfile (SI). 

Five elements for the FR subfile: 
            Company Name 

NAIC
      Personal (P) or Commercial (C) Lines

      Policy Number

Vehicle Information*
Effective Date of Coverage

Expiration Date of Coverage

The SI subfile includes two elements:

Digital Signature Type 

Digital Signature 


*(P= Year, Make, Model, VIN, C= Fleet or Year, Make, Model, VIN as required by individual State Law)
Subfile Designator Table
This table immediately follows the header. It has a fixed position that always starts in the 20th character position of the bar code data. It will define the subfiles to follow based on the data elements chosen by the jurisdiction. Since it comprises 10 characters, the first subfile will start in the 40th character because two data elements are used for the bar code. 

	Field
	Size
	Contents

	1


	2

(FR)

(SI)


	Subfile Type. This is the designator that identifies what type of data is contained in this portion of the file. This is a 2-character uppercase alpha field. For our purposes, it will always be FR (Financial Responsibility) or SI (Digital Signature). 



	2


	4
	Offset. These bytes contain a 4-digit numeric value that specifies the number of bytes from the beginning of file (start of the header, offset 0) to where the related subfile identifier is located. 



	3
	4
	Length. 4-digit numeric value that specifies the length of the Subfile in bytes. 


Subfiles
Insurance – Subfile Identifier “FR”

Below table (FR) displays the applicable Data Element Identifiers and describes their characteristics. All of these data elements are optional based on what the jurisdiction chooses to use. 

	
	Issuer’s ID

Ex. Insurance Company
	ID Card Issuance Date
	Coverage Starting Date
	Coverage Ending Date
	Policy Number

	Data Element Identifier
	FAA
	FAB
	FAC
	FAD
	FAE

	Data Values
	Optional
	Optional
	Optional
	Optional
	Optional


Digital Certificate/Signature – Subfile Identifier “SI”

The integrity of the “signed” bar code is based on the use of a digital signature. This subfile identifies that signature, by the use of the type field (Data Element Identifier “SAA”) and the value of that field “001”. The Data Element Identifier “SAB” identifies the bit string returned by the “Triple DES” process. 

The Triple DES process performs a hashing algorithm against the ADS, which generates a product called the message digest. This digest is then “signed” using a key assigned to a licensed company, an agent, or broker, by the respective jurisdiction. The signing process produces a 128-bit “signature.” 

	
	Digital Signature or Certificate Type
	Signature or Certificate Value

	Data Element Identifier
	SAA
	SAB

	Data Values
	              Optional

             Always 001
	              Optional

     Triple DES generated  

            32-byte string
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